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Moayab Ne 1 HacTpoiika cereBoil HHpPacTpyKTYpbI
IIpomoKUTEILHOCTH BbINIOJIHEHUS MOAY s 3aAaHus: 1 4. 00 muH.

Heo6xonumo pa3padoTaTh U HACTPOUTh UHPPACTPYKTYPY UHPOPMAITMOHHO-

KOMMYHUKAIIMOHHON CUCTEMBI COTJIACHO MPEJIJIOKEHHOM Tonooruu (cM. PucyHok

1)

3ananue BKIOYaeT 0a30BYI0 HACTPONKY YCTPOMCTB:

* IPUCBOCHUE UMEH YCTPOMUCTBAM

* pacuet [P-anpecanuun

* HACTPOWKY KOMMYTallMH U MapLIPyTHU3ALNHU

B xo1e npoekTipoBaHUs U HACTPOUKHU CETeBOM MH(PPACTPYKTYPHI CIIECTyET

BECTH OTUYCT O CBOUX I[GﬁCTBHHX, BKJIIO4asd Ta6J'II/II_H:I " CXCMBI, ITPCAYCMOTPCHHLIC B

3aJaHnun

[To kaxxgomy MYHKTY 3aJlaHusi, TPEOYIOUIEro OTYET, COCTABUTh TEKCTOBBIM

JOKYMCHT, HA3BAHHWC KOTOPOIO HAOJDKHO COACPKATb HHIACKC ITYHKTA MW KpPAaTKOC

! Tiponomkurensrocts J1D ykasana B cooTBeTcTBUM ¢ Tabmuieit Ne 2 Tom 1




onucaHue. TeKCTOBBIM JAOKYMCHT AOJDKCH COACPIKATH TCKCTOBYIO I/IH(I)OpMaHI/II-O 141

MOXXET BKJIIOYaThb CHUMKH DKpaHa, KaJpUPOBAaHHBIE TakuM 00pa3oM, 4YTOOBI

OTHOCAIIAsACA K BBIITOJIHCHUIO 3adaHUA I/IHCpOpMaI_II/IH Ha CHHUMKaXx ObIjIa YATaeMOIi.

HMTOroseiii 0OTYET 110 OKOHYAHUU pa6OTBI CICAYCT COXPAHUTH HAa TUCKC

pabouero Mecta u 3a1aTh uMs ¢aina - Gamunusa Y yactankaMoaynsl 6e3 yuéra

pacmpeHus
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Pucynok 1. Tomosiorusi ceru
Taouuna 1
Nms OnepaTuBHasn HenTpanbHbIil Hakonurean OnepanuonHas
BHPTYaJbHOM NaMsATh npoueccop, cucTemMa
MAaLIMHbI saep
ISP 1T6 1 simpo 5T6 HuctpubyTtus
Anbt JeOS win

aHajior




HQ-RTR 4 T'6 B cityuae 4 snpa B cimyyae 1016 OC EcoRouter, B
UCTIOJIb30BaHUS WCIIOJIb30BAHUS cirydae
EcoRouter EcoRouter HEBO3MOKHOCTH
1 I'6 B cmygae 1 sinpo B citydae HCII0JIb30BaAHUS
UCIIOJIb30BaAHUS WCIIOb30BAHUS EcoRouter
TUCTPUOYTHBA JTUCTPUOYTHBA JTUCTPUOYTUB
Linux Linux At JeOS wiu
aHajor
BR-RTR 410 B ciyuae 4 sapa B cioydae 1016 OC EcoRouter, B
UCTIOJIb30BaHUS WCIIOJIb30BAHUS cllydae
EcoRouter EcoRouter HEBO3MO>KHOCTH
1 I'6 B cimyqae 1 saapo B ciiydae UCIIOJIb30BaHUS
UCIIOJIb30BaHUS WCIIOJIb30BAHUS EcoRouter
TUCTpUOYyTHBA aucTpuOyTHBa IUCTPUOYTUB
Linux Linux Anpbt JeOS wimn
aHaJor
HQ-SRV 2T6 1 spo 1016 OC AnbT cepBep
WM aHaJIor
BR-SRV 2T6 1 simpo 1016 OC Aunbt cepBep
WM aHaJIOT
HQ-CLI 210 2 sapa 15T6 OC AxbT
pabouasi cTaHIIUS
WIIA aHaJIoT
Hroro 15 (9 B ciyuae 13 (7 B cityuae 6010

HUCIIOJIb30BAHUSA
OC AnesT i

aHayora)

HUCIOJIB30BaAHUSI
OC AnbT nin

aHayora)

3aganmne moayJn 1

1. TlpousBenute 6a30BYIO0 HACTPOUKY YCTPOUCTB:

* Hacrpolite uMeHa YCTPOMCTB cCOrjlacHO TomnoJioruu. Mcnonw3yilite mnomaHoe

JOMCHHOC UM

* Ha Bcex ycrpoiicTBax He00X01UMO CKOH(pUrypupoBath [Pv4:




* IP-agpec nomxeH ObITh U3 MPUBATHOTO JMANA30HA, B CIly4ae, €CIU CETh
sokanbHas, corinacio RFC1918
» JlokanbHas cetb B cropony HQ-SRV(VLAN 111) nomkna BMemaTh He
6osiee 32 aapecos
» JlokanbHas cetb B ctopony HQ-CLI(VLAN 211) nomkHa BMemarh He
MeHee 16 agpecoB
» JlokanpHas ceth mys ympaBieHus(VLAN 811) mopkHa BMemarh He
Oonee 8 agpecos
» JlokanpHas ceth B ctopoHy BR-SRV nomkna Bmemarh He Ooisiee 16
azpecoB
CBenenust 00 ajpecax 3aHecUTe B TaOAMIy 2, B KadyecTBE IpUMEpA
ucnosb3yiire [Ipun 3 O1 _KO/I 09.02.06-1-2026-M 1
. Hacrtpoiite noctyn k cetu UuTepueTt, Ha Mmapuipytu3arope [SP:
Hacrpoiite agpecarnuio Ha nHTEpPeiicax:
Nutepdeiic, moAKIIOUCHHBIM K MarucTpaaibHOMY IIPOBalEpy, MOTydaeT aapec
no DHCP
Hactpoiite MapuipyT 1o yMoJ4aHHUIO, €CITU 3TO HEOOXOAMMO
Hactpoiite untepdeiic, B cropony HQ-RTR, unTepdeiic nmoakitoueH K cetu
172.16.10.0/28
Hacrpoiire unrtepdeiic, B cropony BR-RTR, unTepdeiic mogkmoueHn K ceTu
172.16.20.0/28
Ha ISP nacTpoiiTe AMHAMHUYECKYIO CETEBYIO TPAHCIISIIIUIO IOPTOB JJI JOCTYyIIa
k cetu Uutepuer HQ-RTR u BR-RTR.
. CoznaiiTe nokanbpHbIE yueTHBIE 3anmucH Ha cepBepax HQ-SRV u BR-SRV:
Cosnaiite monp3oBaTess sshuser
[Tapons monb3oBarens sshuser ¢ maposem P@sswOrd
Nnentuduxarop noas3osatens 2011
[Tonw3oBaTens sshuser 10mKeH UMETh BOBMOXKHOCTD 3aryckaTh sudo 0e3 BBoj1a

napoJis



Co3znaiite mosip3oBarens net admin Ha mapuipyTtuszaropax HQ-RTR u BR-RTR
[Tapons monb3oBatens net_admin ¢ napoiem P@sswOrd

[Tpu nactpoiike OC Ha 6a3e Linux, 3amyckats sudo 6e3 BBOAa mapoJs

[Ipu wnactpoiike OC oTauuHbiXx OT Linux mosb3oBaTenb AOKEH 001a1aTh
MaKCUMaJbHBIMU TPUBHUIICTHSIMHU.

Hacrpoiite kommyTtanuio B cermente HQ cnemyrommm o6pazom:

Tpaduk HQ-SRV nomxen npunannexars VLAN 111

Tpadux HQ-CLI nomxken npuramiexats VLAN 211

[IpenycMOTpeTh BOBMOXKHOCTD nepenaun Tpaduka ynpasienus B VLAN 811
PeanuzoBars Ha HQ-RTR mapupytuzanuto Tpaduka Bcex ykazanHbix VLAN c
HCIIOJIb30BaHUEM OJJHOTO ceTeBOro anantepa BM/¢usnueckoro nmopra
CBenieHus 0 HACTPOIKE KOMMYTAllMU BHECUTE B OTUET

Hactpoiite GezonacHblit yaaneHHsIi qocTyn Ha cepepax HQ-SRV u BR-SRV:
JIns nmoAktoueHus ucnonb3yite nopt 2011

Pa3peminre noakIr0YeHUs UCKIIOYUTEIBHO MOIB30BaTENIO Sshuser
OrpaHn4bTe KOJIMYECTBO MOMBITOK BXOJa JI0 IBYX

Hacrpoiite 6annep «Authorized access only».

Mexny odpucamu HQ m BR, na mapmpyrtuzaropax HQ-RTR u BR-RTR
HE00XOIMMO CKOH(DHUTYpHUPOBATH 1p TYHHETb:

Ha Bo160p Texnosnoruu GRE wunu IP in IP

CBezeHMs O TYHHEJE 3aHECUTE B OTUET.

OObecneubTe MHAMUYECKYIO MapIIpyTU3aluio Ha Mapiipytuzaropax HQ-RTR
u BR-RTR: cetn onHOro oduca n0mKkHBI OBITh JOCTYIIHBI U3 IPYroro oduca u
HaoOopot. g obecrnieyeHUss TUHAMUYECKOW MapIIpyTH3aLMU HUCIHOJIb3yHTe
link state mpoTOKOJI Ha yCMOTpEHNE yYaCTHUKA!

Paspeminre BEIOpaHHBIN TPOTOKOJ TOJIBKO Ha HHTEep(deiicax ip TyHHeNs
MapuipyTH3aTopbl JOHKHBI JEIUTHCS MapIIPyTaMH TOJIBKO JIPYT C APYTOM
ObecneubTe 3a1UTy BBIOPAHHOTO MPOTOKOJIA TOCPEICTBOM MAPOIbHOU 31U ThI

CBelieHUs1 0 HACTPOUKE U 3aIUATE MPOTOKOJIA 3aHECUTE B OTYET.



Hactpoiika nuHaMuueckoil TpaHCsIuu aapecoB Mapuipytusaropax HQ-RTR
u BR-RTR:

HactpoiiTe auHaMU4YecKy10 TPAHCIAIHUIO apecoB JIJisi 000MX 0(h)HCOB B CTOPOHY
ISP, Bce ycTpoiicTBa B odrcax H0IKHBI UMETh JOCTYI K ceTh HTepHeT
HactpoiiTe mpoTOKOA AMHAMUYECKOW KOH(PUTYpallUd XOCTOB IS CETU B
cropony HQ-CLI:

Hacrpolite HykHY10 OACETHh

B kauectBe cepsepa DHCP BeicTynaet mapmpytuzatop HQ-RTR

Knuenrom sBisiercs mammaa HQ-CLI

HckmounTe U3 BbLAA4YM aipec MapLIpyTU3aTopa

Anpec 1uII03a 1Mo ymoi4anuio — aapec mapmpytuzatopa HQ-RTR

Anpec DNS-cepsepa ms mammnasl HQ-CLI — aapec cepsepa HQ-SRV
DNS-cydduke — au-team.irpo

CBGI[CHI/IH 0 HaCTpOﬁKe IIPOTOKOJIA 3aHCCUTC B OTYET.

10.HacTpoiite nHPpacTpyKTypy paspelieHusi JOMeHHbIX UMEH At opucoB HQ u

BR:

OcnoBuoit DNS-cepsep peanuzoBan Ha HQ-SRV

CepBep n0KeH 00ecrneurnBaTh pa3peluieHue MMEH B CETEBBIE aJpeca yCTPONCTB
¥ 00paTHO B COOTBETCTBUU C Tadauuei 3

B kauectBe DNS cepBepa nepechbuUTiki UCIOJIB3YUTE JTH000M OOIIEA0CTYITHBIM

DNS cepBep(77.88.8.7, 77.88.8.3 wiu npyrue)

11.HactpoiiTe 4acoBOW TMOsC Ha BCEX YCTPOWCTBaX (3a UCKIIOUYCHHUEM

BUPTYaJIbHOI'O KOMMYTAaTOpa, B CIy4ae €ro MCIOJIb30BaHMUS) COIVIACHO MECTY
MPOBEICHMS DK3aMEHA

Taoauna 2

Nwms ycTporicTBa

IP-anmpec

1103 110 YMOITYaHUIO

HQ-RTR

BR-RTR

HQ-SRV

HQ-CLI




BR-SRV

Tab6auuna 3

YcrpoiictBo 3anuch Tun
HQ-RTR hg-rtr.au-team.irpo APTR
BR-RTR br-rtr.au-team.irpo A
HQ-SRV hg-srv.au-team.irpo APTR
HQ-CLI hg-cli.au-team.irpo APTR
BR-SRV br-srv.au-team.irpo A

ISP (untepdeiic Hanpasiennsiii B cropony HQ-RTR) docker.au-team.irpo A

ISP (unTepeiic HanpaieHHbIi B cTopony BR-RTR) web.au-team.irpo A

Heobxoaumble MPUIIOKEHUS:

[Tpun_3 Bl KO/ 09.02.06-1-2026-M1.docx
[Mpun_4 B1 _KO/I 09.02.06-1-2026-M1.docx
[Mpun_1 B1 _KO/I 09.02.06-1-2026-M1.docx
[Tpun_2 B1 KO/ 09.02.06-1-2026-M1.docx

Moayab Ne 2 Opranusanms ceTeBoro aAMUHUCTPUPOBAHUS
IIpomoKUTEILHOCTH BbINOJHEHU MOAY s 3aAaHus: 1 4. 30 MmuH.

Heo6xonumo pa3paboTaTh M HACTPOUTh MHPPACTPYKTYpYy HHGOPMAIMOHHO-
KOMMYHHUKAITHOHHON CHCTEMBI COTIACHO MPEIIOKEHHOM Tonooruu (cM. PucyHok 2).
Jns Monmynst 2 UCnonb3yeTcs OTIACNIbHBIN CTeHA. MHCTpYKUIMS MO HACTPOMKE
CTEH/a NIl TEXHUYECKUX aIMUHUCTPATOPOB TUIOMIA/IKU B OT/IETLHOM (aiiie.
B cTennie npenHacTpOEHSL:
* |P-agpeca, Macku nojiceTel U NUTIO3BI 0 YMOTYAHUIO
* CereBas TpaHCHALHUS aJIPECOB
* [P TyHHeINb

» JluHamuyeckas MapupyTH3aLUs



* Cozmanbl moip3oBaTenu  sshuser Ha cepBepax u  net admin  Ha
MapIIpyTU3aTOPax, UM MPETOCTABICHB aIMUHIUCTPATUBHBIEC TPUBHIICTHH

» Iloprts ssh Ha cepBepax

* DHCP-cepBep

* DNS-cepBep

* Cepep HQ-SRV umeer Tpu AONOTHUTENBHBIX HaKonuTels pasmepom 1I'b

[To kaxxmomMy TYHKTY 3alaHus, TPEOYIOMIETO OTYET, COCTABHTh TEKCTOBBIN
NOKYMEHT, Ha3BaHWE KOTOPOIrO JOJDKHO COAEpKaThb HHIEKC ITYHKTa M KpaTKoe
onucaHue. TeKCTOBBIM JOKYMEHT JOJKEH COJIEp>KaTh TEKCTOBYIO HH(MOpPMALUIO U
MOKET BKJIIOYaTh CHUMKH JKpaHa, KaJpUPOBaHHBIE TaKUM O0Opa3oM, YTOOBI
OTHOCSAIIASCA K BBIMOJIHEHUIO 3a/1aHKsI THPOpMaIlUg Ha CHUMKaX ObllIa YUTAEMOM.

W TOroBbIil OTUET 110 OKOHYAHUU PAOOTHI CIEAYET COXPAHUTh Ha IUCKE
pabouero Mecrta u 3a1aTh uMs (aitna - Gamunusg Y yactaukaMonyib2 6e3 yuéta

pacImpeHus
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Pucynok 2. TonmoJsiorusi cetu
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Tab6auua 4
Nms OneparuBHas Hentpaabpnbiii | Haxonureasn OnepannonHas
BHPTYAJILHOM namMsTh npoieccop, cucremMa
MalIHHBI saep
ISP 176 1 apo 5T0 Juctpubytus
AnbT JeOS nin
aHajor
HQ-RTR 416 B cimyuae 4 sinpa B cimyyae 1010 OC EcoRouter, B
UCTOJIb30BAHUS UCTIOJIb30BaHUS cilydae
EcoRouter EcoRouter HEBO3MOKHOCTH
1 T'6 B cimyuae 1 sapo B cityyae WCTIOJIb30BAaHMS
MCIOJIb30BAHUS MCIIOJIb30BaHUs EcoRouter
IucTpuOyTHBa aucTpuOyTHBa TUCTpUOYTUB
Linux Linux Anpt JeOS wmm
ananorlO0.




BR-RTR 4 T'6 B cityuae 4 snpa B cimyuae 1016 OC EcoRouter, B
WCIIOJIb30BAHUS UCTIOJIb30BaHUS ciy4ae
EcoRouter EcoRouter HEBO3MOKHOCTH
1 I'6 B cmygae 1 siapo B cityyae HCIOJIb30BAaHUS
WCIIOIb30BaHUS HCIIOJIb30BaHUS EcoRouter
JTUCTPUOYTHBA TUCTPUOYTHBA JTUCTPUOYTHB
Linux Linux At JeOS wiu
aHaJIoT
HQ-SRV 216 1 spo 1016 OC Aunbt cepBep
WM aHAJIOT
BR-SRV 2106 1 simpo 1016 OC Aubt cepBep
WM aHaJIor
HQ-CLI 216 2 snpa 1516 OC AnbT pabouas
CTAHIIHSI WU
aHaJIor
Hroro 15 (9 B ciiyuae 13 (7 B ciryqae 6010
WCIOJIb30BaHUS UCIIOJIb30BaHUS
OC Anbt nin OC Aunbt uimu -
aHaJjiora) aHaJjiora)

3aganue moayJn 2

. Hacrpoiite xontpomep nomena Samba DC na cepsepe BR-SRV:

Nwmst momena au-team.irpo

Beeaute B co3mannbiii qomen mammnay HQ-CLI

Coszpaiite 5 nonb3oBareneid ansa opuca HQ: mmena nonws3oBareneir popmara
hquserNe (manpumep hquserl, hquser2 u 1.1.)

Cozpnaiite rpynmny hq, BBeauTe B IpyIITy CO3JaHHBIX MMOJIb30BaTENCH
Yb6eautech, 4YTO  MOJB30BAaTENM  Tpynnel  hq  HUMEOT  MpaBo
aytertuduiuponatrscs Ha HQ-CLI

[Tonb3oBatenn rTpynmbl hq JOMKHBI KMMETh BO3MOXHOCTH IOBBIIIATH

MPUBWICTUHN JIJI BBITIOJIHEHUS OTpaHUYEHHOr0 Habopa KoMaHi: cat, grep, id.



3amyckaTh Jpyrue KOMaHjbl C MOBBIIICHHBIMU MPUBHIIETUSIMU TOJIb30BaTENN
TPYIIIIBI PaBa HE UMEIOT.

Cxondurypupyiite daiinoBoe xpanwmiie Ha cepsepe HQ-SRV:

[Ipu momouu ABYX MOAKIIOYEHHBIX K CEpPBEPY JOMOJHUTEIBHBIX IUCKOB
pa3mepoM 1 I'6 ckoHpurypupyiiTe TMCKOBBIM MaccuB ypoBHS 1

WNms ycrporicteBa — mMdAl, mpu HE0OXOAMMOCTH KOH(MUTYpalus MacCHBa
pasmeniaercs B daiine /etc/mdadm.conf

Cosznaiite pazaen, orgopMaTupyiTe pasaen, B KadyecTBe (DaiIoBON CHCTEMBI
UCTIOJIb3YHTE ext4

ObecneubTe ABTOMAaTHYECKOE MOHTUPOBAHKE B Manky /raid

Hacrpoiite cepBep ceteBoil daitnoBoit cuctemsl (nfs) Ha HQ-SRV:

B kauectBe manku oO1ero aoctyna Beioepure /raid/nfs, noctyn st 4TeHus u
3aMyCcy UCKITIOYUTENHHO /it ceTu B ctopony HQ-CLI

Ha HQ-CLI nactpoiite aBTOMOHTHUPOBAaHKE B Manky /mnt/nfs

OcHoBHBIE TapaMeTPHI cepBepa OTMETHTE B OTUETE

Hactpoiite ciyx0y cereBoro BpemMeHM Ha ©0aze cepBuca chrony Ha
Mapupytuzarope ISP:

BoimecTosiiumii cepsep ntp Ha mapuipytuzatope ISP - Ha BeIOOp yuacTHUKA
Crtpatym cepBepa - 6

B xauectBe kinuenToB ntp Hactpoiite: HQ-SRV, HQ-CLI, BR-RTR, BR-SRV.
Cxkondurypupyiite ansible Ha cepepe BR-SRV:

Cdopmupyiite aitn MHBEHTaps, B MHBEHTAph NOJDKHBI BXxoauTh HQ-SRV, HQ-
CLI, HQ-RTR u BR-RTR

Pabounii katanor ansible qomkeH pacmnonaratbes B /etc/ansible

Bce ykazanHbie MalMHbBI JOJKHBI 0€3 MPEeayNpexACHUI 1 OMTMOOK OTBEYaTh
pong Ha KoMaHAy ping B ansible nociannyio ¢ BR-SRV.

PaszBepaute Be6 npunoxenue B docker Ha cepBepe BR-SRV:

CpencrBamu  docker momkeH co3maBaThCsl CTEK KOHTEWHEpPOB C  BeO

IPUIOKEHUEM U 0a3011 TaHHBIX



Ucnonw3yiite oOpassl  site latestu mariadb latestpacnonararommuecss B
aupekropun docker B oOpaze Additional.iso

OcHOBHOM KOHTEWMHEP site T0KEH Ha3bIBaThC Site

Konteitnep ¢ 6a30ii JaHHBIX TOJKEH Ha3bIBaThCs db

Nmmnoptupyiite obOpa3el B docker, ykaxute B yaml ¢aiine mapameTpbl
noakmoueHuss Kk CYBJl, umsa BJ[ - testdbl, monp3oBarens testlc maposem
P@sswOrd, mopt npunoxxenns 8081, mpu HEOOXOAUMOCTH APYTHE apaMeTPhI
[Tpunoxenne T0HKHO OBITH TOCTYIHO JJISI BHEIITHUX MMOAKITIOUEHUHN Yepes3 MmopT
8081

Pa3zBepaute BeO npunoxennena cepsepe HQ-SRV:

Hcnonb3yiiTe Be6-cepBep apache

B kxadecTBe cuctemsbl ynpaBiaeHus 6azaMu JaHHBIX UCIOJIb3YiTe mariadb
®daiinpl BeO NPUIOKEHUS U AaMIl 0a3bl JAHHBIX HAXOASATCA B TUPEKTOpUH web
oOpaza Additional.iso

BrinosHuTe UMIOpT CXeMBbI U JaHHBIX U3 (haitia dump.sql B 6a3y nanueix webdb
Cospnaiite nonp3oBareins weblc maponem P@sswOrd u npegocraBpTe eMy npaBa
JOCTyTa K 3TOM 6a3e JaHHBIX

@aiinbl index.php ¥ 1UpEKTOPUIO images CKONMUMPYWTE B KaTajior BeO cepBepa
apache

B ¢aiine index.php ykaxkurte npaBuiibHbIe YUETHBIC TaHHBIE JJIS TOKIIOYEHUS
K B/]

3anycTtute BeO cepBep U yOSAUTECh B paO0OTOCTIOCOOHOCTH TIPUIIOKCHHS
OcCHOBHBIC TApaMETPhI OTMETHTE B OTUETE

Ha mapmpyTtuzaropax cKoHOUTYpHPYHTE CTATHUECKYIO TPAHCIISAIUIO IOPTOB:
[Ipo6pocete mopt 8081B mopr mpmioxeHus testapp BR-SRV  nHa
mapupyTtuzarope BR-RTR, nns obGecnedyenuss paboTsl NMpuiioKeHHs testapp
W3BHE

[Ipo6bpockre mopt 8081 mopt BeO mnpunoxenus Ha HQ-SRV Ha

mapipytuzarope HQ-RTR, myist obecnieuenust paboTsl BeO MPUIOKEHUS U3BHE



* TIpo6pockte mopt 201 1na mapmpytuzarope HQ-RTR B mopt 201 1cepepa HQ-
SRV, nis noakioueHus K cepBepy Mo MPOTOKOITY ssh U3 BHEIIHUX ceTel
* IIpoOpockte mopt 201 1Ha mapmpytuzatope BR-RTR B mopt 201 1cepepa BR-
SRV, mjist moakiitoueHus K cepBepy Mo MPOTOKOIY Ssh U3 BHEITHUX CETEH.
9. Hactpoiite BeO-cepBep nginx Kak 0OpaTHBIN IpoKcu-cepsep Ha ISP
* Ilpu oOpamenun Mo JOMEHHOMY UMEHU web.au-team.irpo y KIMEHTa JOJIKHO
OTKpBIBaThCs BeO nmpuiokenne Ha HQ-SRV
* Ilpu oOpamenuu no qomeHHoMy uMeHH docker.au-team.irpo KIueHTa AOKHO
OTKPBIBAThCsI KOHTEHHEpHOE BeO npuiiokeHue site Ha BR-SRV
10.Ha mapmpyTuzatope ISP nHactpoiite web-based ayrentudukanuio:
* IIpu obpaieHnu k caiiTy web.au-team.irpo KJIMEHTY JOJHKHO OBITh MPEAIOKEHO
BBECTHU ayTEHTU(UKALNOHHbBIE JTAHHbIE
* B kauectse noruna s ayreHTUguKanuu Beioepute Kharitonc maposiem
P@sswOrd
* Bribepute ¢aiin /etc/nginx/.htpasswd B kauecTBe xpaHUIUIIA YUETHBIX
3anucen
* [lpu ycnemno# ayreHTUPUKAIIUY KIUEHT JOJDKEH NIEPerTH Ha BeO CailT.
11.Y noOHBIM ciocoOoM ycTanoBuTe npuiiokenne Suaexe bpaysep na HQ-CLI

* VYcraHOBKY Opay3epa OTMEThTE B OTUETE.

Heobxoanmble MpUIIOKEHUS:

[Tpun_1_ 02 KO/ 09.02.06-1-2026-M2: Additional.iso

Heobxoanmble MpUIIOKEHUS:

Tpun B1_KOJT 09.02.06-1-2026-M2.zip

Moayab Ne 3 Jkcmiryaranus 00beKTOB CeTeBOH HHPPACTPYKTYPHI
IpomoKUTEILHOCTD BbINOJHEeHU MOAY s 3aAaHus: 1 4. 30 MmuH.



Heobxoaumo pazpaboTaTh MU HACTPOUTh MHGPACTPYKTYpy HHGOPMAIIMOHHO-
KOMMYHUKAIIMOHHOW CUCTEMBI COTJIACHO MPEII0KEHHOM Tonooruu (cM. PucyHok 3).

3amanne Mopayns 3 cOAEpKUT MUTPALMIO TOJIb30BAaTENEH, pa3BEPThIBAHUE U
HAaCTpPOWKY IIeHTpa cepTuduKanuu, BblAady cepTUdUKATOB BeO cepBepaMm s
mudpoBanusi  Tpaduka, HACTPOWKY MU(POBAHHOTO  TYHHENS, HACTPOUKY
MEKCETEBOTO DKpaHa, IPUHT-CEPBEpPA, CEpBEpa JIOTUPOBAHWS WU MOHHUTOPHHIA,
aBTOMATHU3AIIMKA Ha OCHOBE MHGPACTPYKTYPhI OTKPBITHIX KITIOYEH, HACTPOUKY 3aIUThI
npoTokoJia ssh oT mepedopa, HACTPOUKY MPOTPaAaMMHOTO 00ECIEUEeHUS AJIs CO3/IaHus
apXUBHBIX KONTUI

B xone mpoekTupoBaHUS U HACTPOUKU CETEBOM HH(PPACTPYKTYpHI CIEAYET
3aHOCHUTb 3aIMCH B OTYET O CBOMX JIEUCTBUSAX, KOI/Ia 3TO TpeOyercs B 3agaHuu. OTyer
10 OKOHYAaHUU paboOThI CIEAYyeT COXPAaHUTh Ha JHUCKE paboyero Mecra u 3a7aTb UMs

(haitna 6e3 yuéra pacuupenus - Gamuius Y yactHukaMoayib3

P }{ ( ISP-BR )

( HQ-Net

- o e = o o e o = e = W

L J U U U g g

. HQ-CLI

Pucynok 3. Tonmosiorusi cern



Taoauna 4

Nms OnepaTuBHast HenTpanbHbIi Hakonuresanb OnepaunonHas
BHPTYaJILHOI namMsTh npoieccop, cucremMa
MaIIMHbI sijiep
ISP 1T6 1 simpo 5T6 HuctpubyTus
Anbt JeOS nnu
aHaJIor
HQ-RTR 4 T6 B cmyuae 4 simpa B cimydae 1016 OC EcoRouter, B
UCTIOJIb30BaHUS WCIIOJIb30BAHUS cllydae
EcoRouter EcoRouter HEBO3MOKHOCTH
1 I'6 B ciyuae 1 sapo B cityuae HCIIOJIb30BaHUS
HCIIOJIb30BaAHUS WCIIOJIb30BaHUS EcoRouter
TUCTPUOYTHBA TUCTpUOyTHUBA IUCTPUOYTUB
Linux Linux Anpbt JeOS wimn
aHaJIoT
BR-RTR 4 T'6 B cityuae 4 sinpa B ciydae 1016 OC EcoRouter, B
UCTIOJIb30BaHUS WCIIOJIb30BAHUS cirydae
EcoRouter EcoRouter HEBO3MO>KHOCTH
1 I'6 B cimyuae 1 saapo B ciydae UCIOJIb30BaHUS
UCIIOJIb30BaHUS WCIIOJIb30BAHUSA EcoRouter
TUCTpUOYyTHBA TUCTpUOyTHBa IUCTPUOYTUB
Linux Linux Anpbt JeOS wimn
aHaJor
HQ-SRV 216 1 sinpo 1016 OC AnbT cepBep
WM aHaJor
BR-SRV 216 1 simpo 10T6 OC Aunbt cepBep
WJIM aHAJIOT
HQ-CLI 210 2 sapa 15T6 OC AxbpT
pabouasi cTaHIIUS
WJIM aHAJIOT
Utoro 15 (9 B ciiyuae 13 (7 B ciyqae 6016

KUCIIOJIb30BAHUSA
OC AnesT i

aHajora)

HUCIOJIb30BAHUS
OC AnbT un

aHajora)




3aganme moay.Janb 3

BrImonHATE HMITOPT MOJTB30BaTENeH B IOMEH au-team.irpo:

B kaudectBe (paitiia uctounuka BeiOepuTe (pailyl users.csv pacrosararomuics B
obpaze Additional.iso

[Tonb30BaTenu MOKHBI OBITh UMIOPTHUPOBAHBI CO CBOMMHU MApOJSIMH H
JIpYTrUMU aTpulOyTamMu

Yb6enurech, YTO UMIIOPTUPOBAHHBIE MOIH30BATEM MOTYT BOWTH HAa MAIIUHY
HQ-CLI

Brinonaute HacTpoiiky 1eHTpa ceptudukanuu Ha 6aze HQ-SRV:
Heo0xoaumo ucnoiap30BaTh OTEUECTBEHHBIE aTOPUTMBI MU (DPOBAHUS
Ceprudukatsl BeIIaOTCS Ha 31aHEH

Ob6ecneunte moBepue ceprudukary must HQ-CLI

Brinaiite ceprudukarsl BeO cepBepaM

[lepenactpoiiTe paHee HACTPOEHHBIN PEBEPCUBHBIN MMPOKCH NZINX HA MPOTOKOI
https

[Tpu o6pamenuu k BeO cepepaM https://web.au-team.irpo u https://docker.au-
team.irpo y Opay3epa KIMEeHTa He JIOJKHO BO3HUKATh MPEAYyIPEKACHUMN.
[lepenacTpoiiTe ip-TyHHENIb ¢ 6a30BOT0 /10 YPOBHSI TYHHEISI, 00€CIIEUMBAIOILIETO
mdpoBanue Tpaduka

Hactpoiite 3amumennsiii tyaaens mexay HQ-RTR u BR-RTR

Buecutre HeoOXxomuMble M3MEHEHUS B KOHQUTYpAHMIO JUHAMHYECKON
MapHIpyTH3alliyd, TPOTOKOJ JUHAMUYECKONW  MapIIpyTHU3alluu  JIOJDKEH
BO300HOBUTH pabOTy MOCIIE MEPEHACTPOUKH TYHHES

BriGpanHoe mporpammHoe obecrieueHre, 0OOCHOBaHHME €ro BBIOOpa M €ro
OCHOBHBIC TIApaMETPhl, H3MEHEHHS B KOHPUTYpalUd JTUHAMHUYECKOU
MapIIpyTU3alid OTMETHTE B OTUETE.

Hactpoiite MexcereBoil sxpan Ha mapuipytuzatopax HQ-RTR u BR-RTR Ha

CeThb B CTOpOHY ISP



OGecrieubTe paboTy mnporokosioB http, https, dns, ntp, icmp wunu
JIOTIOJIHUTENIbHBIX HYKHBIX POTOKOJIOB
3anpeTuTe OCTAIbHBIE IOJKIIOYEHUS U3 ceTU ITHTEpHET BO BHYTPEHHIOKO CETh.
Hactpoiite npunTt-cepBep cups Ha cepepe HQ-SRV:
OnyOnukyiite BUpTyanbHbli pdf-ipuHTep
Ha xmuente HQ-CLI nopxirounte BUPTYyaJdbHBIM NMPUHTEP KaK MPUHTEP MO
YMOITYaHHUIO.
Peanusyiite noruposanue npu nomoiu rsyslog Ha ycrpoiicreax HQ-RTR, BR-
RTR, BR-SRV:
Cepsep cbopa noroB pacnosioxkeH Ha HQ-SRV, ybGemurtech, uto cepBep He
ABJIIETCS KIIMEHTOM caMoMy ce0e
[Ipuopurer cooOmieHN T0KEH ObITh HE HIDKE warning
Bce KypHanbsl MOMKHBI HaxXOAWThCA B aupektopuu /opt. g kaxmaoro
YCTPOMCTBA JOJKHA BBIAEHATHCS CBOSI MOJIUPEKTOPUS, KOTOpas COBINAJAET C
MMEHEM MaIlIUHbI
PeanusyliTe poranuto coOpaHHbIX JIOTOB Ha cepBepe HQ-SRV:

* Potupyrorcst Bce JIOTH, HAXOASIIMECS B TUPEKTOPUH U MOJIUPEKTOPUAX

/opt

* Porainus npon3BoAUTCS OJIUH pa3 B HEJEIIO

* Jloru HeoOXOAMMO CKUMATH

*  MuHuUMaNBHBIN pa3Mmep JIOToB 1 potanuu — 11MBb.
Hacepsepe HQ-SRV peanusyiilTe MOHUTOPHUHI YCTPOMCTB C TOMOIIBIO
OTKPBITOTO IPOrPAMMHOTO 00ECTICYEHUS
Ob6ecnieubte nocrymHocth o URL - http://mon.au-team.irpo mist ceteii oduca
HQ, BHecuTe n3meHeHus: B MHPPACTPYKTypy pa3peiieHus: JOMECHHBIX UMEH
MonuToputh HY>kHO ycTpoiictBa HQ-SRV u BR-SRV
B MonuTOpHHTE JOMKHBI BU3YalbHO OTOOpakaThesi Harpyska Ha LII1, oobem
3aHaTON OIl 1 OCHOBHOTO HAKOTIUTEA

JloruH u naposs A ciayk061 MoHuTOpHrHra admin P@sswOrd



Opranusyiite noctyn kK Mouutopunry s HQ-CLI, 6e3 BHemHero goctyna
Bribop mporpaMmHOro obGecrneueHusi, OCHOBaHHME BbIOOpAa M OCHOBHBIE
napameTpsl ¢ yKa3aHWEM MOpTa, HA KOTOPOM pabOTaeT MOHUTOPUHT, OTMETHTE
B OTUETE
Peanuzylite mexanu3m uHBeHTapu3zauuu mamuH HQ-SRV m HQ-CLI uepes
Ansible na BR-SRV:
[TnetiOyk momkeH coouparh HHGOPMAIHIO O pabOUYNX MECTaxX:
Nwms kommbroTepa
IP-anpec kommproTepa
[1neiObyk, noJKEeH OBITh pa3MeElleH B JAMPEKTOpuM /etc/ansible, OTYETHI B
noagupexkropun PC-INFO, B dopmare .yml. daiinsl A0MKHBI Ha3bIBaeTCS
UMEHEM KOMITbIOTEPa, KOTOPHIA ObLIT MHBEHTAPU3UPOBAH
@aiin mueitbyka pacnonaraercss B oOpaze Additional.iso B gupekropuu
playbook.
Ha HQ-SRV nactpoiite nporpammuoe obecrnieuenue fail2ban ans 3anmute! ssh
VYkaxure nopt ssh
[Ipu 3 HeycnemHbIX aBTOPU3ALMSIX aIPEC aTaKyOIIEro nomnajaaeT B 0aH
ban nmpou3BoauTcs Ha 2ZMUHYTHI
10. HacTpotiika pe3epBHOro KonmupoBaHus gupekropuu cepsepa HQ-SRV:
* Ha HQ-SRV pa3BepHyTh nporpaMmHoe obecrieueHue sl pe3epBHOTO
KOIHUPOBaHUS M BOCCTAHOBJIEHMS] JAHHBIX C 3aIUTONH OT BHPYCOB-
I POBATIBIIIUKOB
B kauecTBe penieHuss PEKOMEHIYETCS MCIOJIb30BaTh MPOrpaMMHOE
obecneuenue Kubdep bakan Bepcuu 17.4 unum ananor
* Hacrpoiite opranuzaruto irpo
* Hactpoiite nonp3oBaTens ¢ npaBaMu aIMUHUCTpaTopa Ha cepBepe HQ-
SRV, nms nonw3oBarens irpoadmin ¢ naponem P@sswOrd
* VYcranoBure Ha HQ-CLI areHt ¢ (QyHKUMSAMHU y37la XpaHWIMILA U

MOJIKJIFOYHUTE €T0 K CEpBEPY YNpPaBICHUS



* Ha ysne xpanunumia HQ-CLI co3naiite nupexroputo /backup u Beidepute
€€ B Ka4eCTBE YCTPOMCTBA XPaHEHNUs
» CozpnaiiTe nBa M1aHa pe3epBHOro KonupoBanus s cepsepa HQ-SRV
* IUIaH JJIs PE3EPBHOTO KOMUPOBAHUS TUPEKTOpUU /etc U Bcex eé
MO TUPEKTOPUI
* IUIaH JUIs pEe3epBHOTO KomupoBaHUs 0a3bl JaHHBIX webdb Tuma
mysq|l
* BrmonHuTe pe3epBHOE KOMHUPOBAHHE TUPEKTOPUH /etc W Bcex e€
noaaupexropuii cepsepa HQ-SRV na yzen xpanennst HQ-CLI
* BremonHuTe pe3epBHOE KonupoBaHue 0asbl faHHbIX webdb cepepa HQ-

SRV Ha y3en xpanenus HQ-CLI

Heobxoanmble MPUIIOKEHUS:



